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Data gathered from smartphones enables service providers to infer a wide range of personal information about their users,
such as their traits, their personality, and their demographics. This personal information can be made available to third
parties, such as advertisers, sometimes unbeknownst to the users. Leveraging location information, advertisers can serve ads
micro-targeted to users based on the places they visited. Understanding the types of information that can be extracted from
location data and implications in terms of user privacy is of critical importance.

In this context, we conducted an extensive in-the-wild research study to shed light on the range of personal information that
can be inferred from the places visited by users, as well as privacy sensitivity of the personal information. To this end, we
developed TrackingAdvisor, a mobile application that continuously collects user location and extracts personal information
from it. The app also provides an interface to give feedback about the relevance of the personal information inferred from
location data and its corresponding privacy sensitivity. Our findings show that, while some personal information such as
social activities is not considered private, other information such as health, religious belief, ethnicity, political opinions, and
socio-economic status is considered private by the participants of the study. This study paves the way to the design of privacy-
preserving systems that provide contextual recommendations and explanations to help users further protect their privacy
by making them aware of the consequences of sharing their personal data.

CCS Concepts: « Human-centered computing — Smartphones; Empirical studies in collaborative and social computing; «
Security and privacy — Social aspects of security and privacy.

Additional Key Words and Phrases: Location tracking, personal information inference, self check-in mobile systems

1 INTRODUCTION

An increasing number of location-based services continuously track the locations of users, often without their
knowledge [6, 8, 10, 12, 14, 17, 20, 33, 37, 53, 60, 61, 68]. This data is very valuable as it reveals personal information
about the users [57]. Applications, such as Google Assistant (initially launched as Google Now [33]) or Siri, and
third parties (e.g., advertisers) can leverage it to present marketing information or content tailored to the user’s
interests and personal preferences.

Golbeck et al. and Chitkara et al. both showed that users are largely unaware of the privacy implications of
some permissions that users grant to applications and services, in particular access to location information [12,
29]. In fact, the inferred personal information is diverse and includes sensitive data such as the user’s place of
residence, interests, and religion [40, 41, 55]. A plethora of applications and studies have shown that developers
and third parties can leverage location data with machine learning techniques to infer user personality and
demographics from digital traces shared on social networks [13, 27, 33, 35, 39, 43, 44, 47, 52]. However, there
has been limited interest to date in understanding the range of personal information that can be inferred from
location data and how these inferences might violate users’ privacy [13, 27, 29, 40, 67]. Indeed, existing research
only focuses on inferring a small subset of places, generally limited to home and work locations [38, 53], but do
not evaluate the privacy implications of the personal information one can extract from the places users visit on
the user preferences.
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In this paper, we present a research study that aims at understanding the privacy sensitivity of the information
that can be extracted from location data. In the current context where applications are Through this study, we
propose to show what personal attributes that can be automatically inferred from continuously-collected location
data and understand what is their perceived privacy sensitivity. The goal is to understand the categories of personal
information that are privacy-sensitive when shared with third-party entities such as advertisers. The results of
the study might help in understanding the implications of the technologies and they might be used for deriving
general guidelines for application developers and system designers.

In order to obtain ground truth data, we have carried out an in-the-wild research study that collects real-world
location traces and gathers user feedback about the personal information extracted from the places they visit.
For this study, we have developed an iOS application, TrackingAdvisor! which continuously collects the users’
location data. The application automatically extracts location data, infers the personal information associated
with the places visited by the users and presents it to them. This relies on a general framework for the extraction
of personal information from location data that we have developed. Even if the proof of concept implementation
is based on specific datasets, including OpenStreetMap [34], Foursquare [1], and DBPedia [5], it can be generaliz-
able and applied to a variety of application scenarios. TrackingAdvisor has been specifically designed to collect
ground truth data and users’ feedback on the different elements that are automatically extracted and inferred.
We asked for the users’ feedback regarding the places they visited in order to collect ground truth data. This
information is generally accessible to third parties such as advertisers. User feedback is used to evaluate both
the importance of the personal information and its perceived privacy sensitivity. Analysis of user feedback sheds
a light on the nuanced privacy sensitivity perceptions of some personal information and helps determine the
implications for the design of privacy-preserving systems. We summarize our main contributions as follows:

e We have conducted an in-the-wild research study with 69 participants over the course of three months.
Throughout the study, we continuously tracked the participants’ location and collected ground truth data
about the places they visited, the personal information associated with these places, and their privacy
sensitivity. Unlike most of the user studies that passively collect data and makes inferences about users’
behavior and characteristics, our study actively gathers feedback from them, allowing us to collect their
actual privacy preferences.

e We have performed an in-depth analysis of the perceived privacy sensitivity of the personal information
that can be extracted from the places they visit. Moreover, the research study draws implications for the
design of future personalized privacy-preserving systems that take into account the users’ privacy prefer-
ences.

e We provide a general methodology for understanding privacy implications of location information col-
lected by means of mobile technologies, which can be applied to a variety of studies involving data of
personal nature in different populations and contexts.

The paper is structured as follows. In Section 2, we present the related work and in Section 3, we detail the
implementation of the application, including the mechanisms used to automatically extract users’ interests from
the places they visit. We present the results of the study in Section 4. Finally, we discuss the results and the
implications of the study in Section 5, before summarizing the key contributions of this work in Section 6.

The real name of the application has been replaced by this name for the double-blind review process. We will change it back for the camera-
ready version of this paper in case it is accepted for publication. We will also add the link for downloading the application from the Apple
App Store.
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2 RELATED WORK

In this section, we review the related work in two key areas, namely the techniques that infer personal infor-
mation about users from the data they generate and studies that explore the privacy concerns of users with
location-based services.

2.1 Personal Information Inference

A large body of work has investigated the possibility of inferring traits and personal information about indi-
viduals using social media platforms such as Facebook or Twitter [13, 16, 27, 35, 39, 43, 44, 47, 49, 52]. In the
following, we summarize the most representative works that infer personal information about users from their
interactions with digital systems.

Social media. Interactions between users and brands within social media can reveal the users’ interests and
preferences. Using Facebook likes collected by the myPersonality dataset, Kosinski et al. inferred the traits and
personality of the users [39]. In more detail, the authors used personality questionnaires and collected the Face-
book likes of several thousands of participants from the US in order to analyze their predictive power for a wide
collection of personal and sensitive traits such as sexual orientation, ethnic origin, political views, religion, per-
sonality, intelligence, and substance use, as well as other demographics attributes, including age, gender, and
relationship status. The authors used linear and logistic regression models to infer and predict individual traits
and attributes with high accuracy from the Facebook likes.

Search engines. Queries made on search engines such as Google Search, AOL, and Bing have proven to reveal
user interests and preferences [31, 49, 54, 58]. These are mainly used for the purpose of “personalized search” as
well as to increase the click-through rate of ads shown in sponsored searches. For instance, Bi et al. leveraged the
myPersonality dataset to predict the traits and personality of users from their search queries made on a search
engine [8]. The authors successfully predicted the age and gender with an accuracy of 74% and 80%, respectively.

Physical interactions. Interactions in the “physical” world can also allow external parties to infer personal
information including the users’ traits, personality, and demographics, whether they buy groceries at their local
supermarket [61], use their smartphone [68] or use their credit card [20].

Location information. Personal attributes can also be inferred from location information, available in vari-
ous forms [13, 19, 30, 66, 67]. Gonzalez et al. showed that anonymized mobile phone location traces surface
reproducible individual mobility patterns, which can then be used to predict the routine and next movements of
individuals [30]. Also using mobile phone location traces, De Montjoye et al. showed that individuals can be eas-
ily singled out from a large-scale dataset using just a few datapoints [19]. These studies show the vulnerability of
individuals’ privacy with location traces. Chorley et al. proposed a method to infer personality traits from users’
places of interest, visited in addition to the home and work locations [13]. The authors collected the “Big Five”
personality traits as well the Foursquare check-ins of participants and found significant correlations between
the mobility patterns of the users and different traits, including Conscientiousness, Openness, and Neuroticism.
Zhong et al. developed a so-called “location-to-profile” framework that aims at understanding user demographic
attributes including marital status, gender, age, and education background from the patterns of their check-ins
in a location-based social network [67]. Specifically, the authors have leveraged the profile information given
by the users when registering to the social network as a basis for a supervised learning approach that learns
the attributes from spatio-temporal check-in patterns and place features, including categories, and user reviews.
Zhong et al. proposed a framework that leverages mobile data collected from smartphones to predict demo-
graphic attributes such as gender, job type, marital status and age [66]. The framework relies on a supervised
method to learn and predict with a good accuracy the attributes from spatio-temporal features extracted from
the mobility traces. Contrary to our work, the authors did not consider the places that the users of the dataset
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have visited as a basis for the prediction and do not study the privacy implications of the predictions. Finally,
several works have leveraged mobility data collected from phones to monitor and infer specific physical and
mental health conditions (see for example [11, 48]). We did not consider this type of inference in our study as
this paper focuses on the personal information one can extract from visits to places, but indeed the analysis of
the full mobility traces might reveal additional sensitive information about the users.

Contrary to the works presented above, we aim at understanding the perceived importance and sensitivity of
information inferred from the mobility data. Indeed, the personal information derived from location data only
gives a partial picture of the personal characteristics of an individual. Although this picture could be completed
using other sources of data such as interactions in social networks, search logs or purchase history, we wanted
to show that location data may surface important personal information that can be perceived as sensitive by
the individuals and can be accessed by third parties without the user to be fully aware of the implications. An
investigation about the potential fusion of different sources of information is part of our future research agenda.

2.2 Studies on the Privacy Concerns with Location-Based Services

There has been several studies on privacy concerns and location-based services [6, 10, 12, 14, 17, 37, 53, 57, 60].
In the following, we describe the most representative works in this area.

Location tracking-services. Barkhuus and Dey conducted one of the first research study with the goal of under-
stand the privacy concerns of users when accessing location-based services [6]. Junglas and Waston addressed
the same problem in a later study [37]. In both of them, the authors distinguish two types of location-based ser-
vices as previously defined by Snekkenes [56]: (1) location-tracking services that allow third parties to collect the
location of the user’s phone and (2) position-aware services that only allow the phone itself to know the user’s
location. While the participants of the studies perceived the location tracking-services as more useful in general
than position-aware services, they also rated the former services as more intrusive, as their location would be
shared with other parties instead of remaining on their phone. Using a bidding mechanism, Danezis et al. evalu-
ated the privacy value of location data in a student population with a study that periodically queries the location
of the participants’ phone [18]. The authors found that students value their location privacy even more in com-
mercial settings. Staiano et al. found similar trends in the study they conducted a few years later to evaluate the
sensitivity of personal information belonging to four broad categories: communication, applications, location
and media with varying levels of granularity [57]. The authors show through a reverse auction mechanism that
the location information reported as distance travelled, places visited and GPS positions is the most valuable
and sensitive category of information. In our work, we are specifically interested in better understanding the
perception of the privacy of location data generated as part of location tracking-services.

Privacy preferences. Khalil and Connelly [38], Cvrcek et al. [17], Brush et al. [10], and Toch et al. [59] have
explored how individuals value their location data by conducting different user studies. The authors try to un-
derstand the users’ concerns about the continuous collection and sharing of their location information to third
parties such as family and friends, colleagues, private companies, and academic institutions. In these studies, the
authors found that most of the participants were willing to share their location information to these third parties
in an anonymous manner or to trade their information to use location-based services for free or in exchange for
useful services. In particular, Khalil and Connelly studies the privacy preferences of their participants according
to their willingness to disclose personal information including location, activity, company, and current avail-
ability to different entities such a family, friends, and work colleagues. The authors studies the sharing rate of
home and work locations to the different entities and found that privacy is more desirable at work than at work
and are less likely to share their location information with their colleagues and boss than with their significant
other. In the same vein and more recently, Shih et al. examined the privacy preferences of users when it comes to
share their personal context (i.e., where they are, who they are with, and what they are doing) with third parties,
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namely other mobile applications installed on their phone [53]. The authors showed that participants’ decision
to share data is affected by the sensitivity of the data and the purpose for collecting the data. They became more
willing to disclose their context, even for private location, when the usage of the data (purpose) is either clearly
stated or missing. They further showed that the purpose of the use of the location and its context is important
to the users and often not clearly indicated by the permission system of the phone. Vague or non-explanatory
purposes reminded the users of the trade-off with the privacy risk and the benefits of sharing the data, which
made them unwilling to share it. This suggests some improvements to the mobile phone permission system to
make the implications of sharing the data clearer with respect to privacy.

Privacy permissions. A series of projects have explored the impact of privacy permissions that users grant to
applications [2, 4, 12, 29]. In particular, Chitkara et al. have developed ProtectMyPrivacy, an Android applica-
tion that aims to infer the context around data accesses of applications [12]. More specifically, ProtectMyPrivacy
provides privacy-related suggestions to users to help them decide whether to deny or allow the access of the
application to sensitive data items such as location, contacts, and identifiers. The authors performed stack-trace
analysis to determine the purpose of the access for each data item, in particular whether it is used by the appli-
cation itself or by third-party libraries (e.g., for further monitoring or advertisement purposes). Via a user study,
the authors showed that adding transparency to the purpose of the data accesses increases the users’ concern
and caution with regard to the behaviors of third-party services. Finally, Golbeck et al. studied how users are
concerned with privacy and whether they know what information they share with third parties when using
Facebook applications [29]. The authors showed that the participants are concerned for their privacy, in par-
ticular with the personal information that Facebook applications can access. Through their study, the authors
showed that a large percentage of participants were unaware that apps could access certain data about them
and it was necessary to educate them so that they get a better understanding of how their data is shared, with
whom, and what are the privacy implications of that sharing.

Limitations of the current studies. We have summarized the studies we have reviewed in Table 1. These
studies treat the location data as a whole, without making any distinctions among the different types of personal
information that can be inferred from the location data. With the increasing number of applications that rely
on third-party libraries and the poor knowledge of privacy permissions [12, 29], we argue that we need to take
into account the various types of personal information that can be extracted from location data in the context
of sharing it to third parties. Further, since the relative perception in terms of privacy-sensitive is different,
information about a user’s favorite park does not reveal as much information as the information about a user’s
regular church or hospital. The studies we have reviewed do not take into account the inferences that can be
made from the location data. This can limit the privacy awareness of users when it comes to sharing their
location with third parties such as advertisers. In our work, we propose to study the privacy expectations and
their implications by considering the type and extent of personal information that can be inferred from location
data. To the best of our knowledge, our work is the first that focuses on these aspects.
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Table 1. Summary of the related work with respect to our work on location privacy and personal information inference.

Related work

Type of study

Type of personal information

Granularity

Target audience

Barkhuus and

Journal with prefilled

Perceived usefulness of position-

Places and GPS location

Private and public set-

Dey [6] questions (# = 16) aware and location tracking services tings, friends

Junglas and Task analysis with Perceived usefulness and ease of use  Places and GPS location Acquaintances  and

Waston [37] pre-defined tasks  of position-aware and location track- public

(# =58) ing services

Danezis et Online survey on mo- Perceived privacy value of location GPS location Acquaintances

al. [18] bile phone (# = 74) data with reverse auction mechanism

Staiano et Survey on mobile Perceived privacy value of communi- Individual, processed, and Banks, government,

al. [57] phone (# = 60) cation, applications, location, and me- aggregated insurance companies,
dia data with reverse auction telcos, and user

Khalil and ESM time diary with ~Willingness to share location, activ- Location GPS and places Significant other, fam-

Connelly [38]

Palm PDA (# = 20)

ity, company, and availability

(home and work)

ily member, friend,
colleague, boss and
unknown

Cvrcek et
al. [17]

Online questionnaire
in five EU countries
(# = 1200)

Perceived privacy value of location
data using bidding mechanisms

GPS location

Academic and com-
mercial

Brush et
al. [10]

GPS logger (# = 32)

Monetary value of location data

GPS location with name
or anonymous and with
or without obfuscation
method

Public, corporate, and
academic

Toch et al. [59]

ESM mobile applica-

Willingness to share location data

Location GPS with seman-

Friends and acquain-

tion (# = 28) tic tags and time tances
Shih et al. [53] ESM  mobile ap- Privacy sensitivity to share location Places (home, work, Unknown, commer-
plication with  data with other applications leisure, transport) cial, user

semi-structured
personalized surveys
(# =34)

Almuhimedi et
al. [4]

ESM mobile Android
application launcher
for AppOps (# = 23)

Privacy permissions of applications
with nudges and reports

Application access to per-
sonal data (location, call
logs, contacts, calendar)

Application (develop-
ers and third-party li-
braries)

Agarwal et
al. [2]

i0OS mobile applica-
tion (# = 90 621)

Privacy permissions of applications
with recommendations and reports

Application access to per-
sonal data (location, iden-
tifier, contacts, music li-
brary)

Application (develop-
ers and third-party li-
braries)

Chitkara et

ESM  Android mo-

Privacy permissions with access to

Application and  third-

Application (develop-

al. [12] bile application  personal data (location, contacts, and  party access to data ers and third-party li-
(# =1321) identifiers) braries)

Golbeck et Questionnaire  and Personal data access by a Facebook Facebook basic informa- Application (develop-

al. [29] Facebook application application tion ers and third-party li-
(# =120) braries)

Our work ESM iOS mobile appli- Perceived importance and privacy Personal information cate- Commercial (ads)

cation (# = 69)

sensitivity of personal information
categories

gories
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Fig. 1. Overview of the two components and their interactions: (1) the mobile application TrackingAdvisor and (2) the
backend pipeline.

3 DESCRIPTION OF THE RESEARCH STUDY

In this section, we describe the in-the-wild research study we conducted and the components of the application,
including the overall system for location tracking and personal information extraction we developed as part of
it. We first discuss the motivations of the research study. We then provide an overview of the architecture of
the overall system and we present the implementation of TrackingAdvisor, the mobile application that collects
user location data and presents the data back to the user. We also present the implementation of the personal
information inference component and the associated review process that is showed to the users.

3.1 Motivation for the Research Study

Successive research studies have shown that the different permissions required by applications to access various
components such as the contact list, the phone’s microphone or the phone’s location are poorly understood
by users [4, 25, 53]. As a result, users often grant the applications access to the requested permission without
knowing what data will be made accessible to the application, which entity has access to it and how the data can
be processed, in particular how its processing can infringe on their own privacy.

As suggested by numerous works, location information can reveal a wide range of personal and sensitive
information about a user [13, 27, 67]. However, these works have mainly focused on extracting information such
as the users’ home and work places, and to the best of our knowledge, no work has tried to infer an extensive
amount of personal information from location information in order to understand their privacy sensitivity. In
this context, we believe that it is important to raise user awareness by showing them the personal information
items that can be inferred from the continuous tracking of their location. We also think that it is important to
understand whether users consider the sharing of personal information with third parties as sensitive.

3.2 Overview of the Research Study

Given the objectives of the proposed investigation, we designed and carried out an in-the-wild research study to
collect location data and obtain feedback about the importance and privacy sensitivity of personal information
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