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Abstract
Network Intrusion Detection (NID) remains a key area of research
within the information security community, while also being rele-
vant to Machine Learning (ML) practitioners. The latter generally
aim to detect attacks using network features, which have been
extracted from raw network data typically using dimensionality re-
ductionmethods, such as principal component analysis (PCA). How-
ever, PCA is not able to assess the relevance of features for the task
at hand. Consequently, the features available are of varying quality,
with some being entirely non-informative. From this, two major
drawbacks arise. Firstly, trained and deployed models have to pro-
cess large amounts of unnecessary data, therefore draining poten-
tially costly resources. Secondly, the noise caused by the presence
of irrelevant features can, in some cases, impede a model’s ability to
detect an attack. In order to deal with these challenges, we present
Feature Selection for Network Intrusion Detection (FSNID) a novel
information-theoretic method that facilitates the exclusion of non-
informative features when detecting network intrusions. The pro-
posed method is based on function approximation using a neural
network, which enables a version of our approach that incorporates
a recurrent layer. Consequently, this version uniquely enables the
integration of temporal dependencies. Through an extensive set
of experiments, we demonstrate that the proposed method selects
a significantly reduced feature set, while maintaining NID perfor-
mance. Code available at https://github.com/c-s-westphal/FSNID.

CCS Concepts
• Security and privacy→ Network security; •Mathematics of
computing→ Information theory; • Computing methodolo-
gies→Machine learning.
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1 Introduction
Network Intrusion Detection (NID) remains a key focus of the infor-
mation security community given its substantial economic impact.
For example, IBM estimates showed that, in 2023, the average cost
of a data breach for the afflicted party was USD 4.45 million [24].
During standard network operations malicious attacks are typi-
cally absent. Therefore, the earliest Intrusion Prevention Systems
(IPSs) were statistical methods developed to detect irregularities
in network data [16]. These methods were among the early imple-
mentations of anomaly detectors, a broader category of techniques
that continues to be effective in NID [25, 37]. Despite their success
[1], traditional anomaly detection methods, primarily focused on
single time series analysis, fall short in leveraging the interrelations
among multiple data series. In contrast, anomaly detection meth-
ods designed to exploit these inter-series relationships often face
significant computational complexity challenges [17, 22].

Starting from these considerations, NID has also been studied
as a tabular data classification problem [28, 32, 58]. According to
this paradigm, a machine learning (ML) model receives as input
a vector that summarizes the network data at a given instance in
time, and outputs a boolean or probability indicating whether or
not the system is under attack, and, in some cases, what type of
attack it is under. Usually, the vector of features is extracted from
raw network data, which are collected and stored as packet capture
(PCap) files. These can be represented as a highly-dimensional set of
time-series. A dimensionality-reduction algorithm is then applied
to extract individual features. Examples of techniques employed
for this task include principal component analysis (PCA) [47, 50],
Linear Discriminant Analysis (LDA) [10, 36] and, more recently,
deep learning-based approaches [59]. Although these methods have
the ability to cluster the data into features, they are unable to as-
sess how relevant and informative they will be for classification.
Consequently, some will be entirely non-informative and should
be removed. Additionally, given the NID context, it is possible to
outline three further reasons as to why one may wish to reduce the
required feature data. Firstly, the acquisition of the network data
may be costly since specific software (and, in some cases, hardware)
has to be deployed. Secondly, measurements might introduce delays
into the network operations. Finally, in the context of cybersecu-
rity, minimizing measurements is of strategic importance. Since in
certain situations, an advantage can be gained by giving the impres-
sion that the network is not being monitored at all. Furthermore,
an understanding of the most important features helps penetration
testers tailor their attack vectors to exploit areas where detection
is least likely, thereby enhancing security.

This has led to a growing body of work in feature selection
for NID [33, 34, 42, 52]. It is possible to identify two groups of
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approaches. The first aims to maximize mutual information (MI),
i.e., the correlation, between the chosen feature set and the attack
vector labels [8, 11, 20, 48]. However, this requires the definition
of the desired set size. In feature-rich datasets, including those
reporting network traffic, the search space of this hyperparameter
becomes impractically large. Moreover, the complexity of these
algorithms scales polynomially in time with the number of features
to be assessed. Again, this is non-desirable for highly dimensional
data. The second, and most common, general paradigm is to rank
features based on MI [38], or Shapley values [54], before selecting
a predetermined number of the best performing features. However,
these methods struggle to deal with highly correlated features [19,
35]. This issue is especially pertinent in network contexts, where
homogeneous traffic patterns are repeated in individual features.
Additionally, none of the methods discussed so far account for
temporal dependencies, which are of key importance in NID. While
the use of ML models with recurrent layers has been shown to
enhance NID performance, the feature selection methods used to
determine inputs for thesemodels fail to leverage the same temporal
relationships. Consequently, the set of selected features may lack
crucial information that could otherwise be utilized effectively by
the classification system. We identify four major challenges when
selecting features for NID:

• The complexity problem. How does the complexity of the
method scale with the number of selected features? (In NID
where the number of features is large, complex algorithms
quickly become impractical.)
• The length 𝑘 problem. How does the feature selection
method define the final number of selected features? (This is
of particular relevance for datasets that have large numbers
of features as the size of the resulting search space scales
proportionally.)
• The redundancy problem. How does the feature selection
method handle highly correlated variables? (This is key in
NID as multiple features portrey similar traffic patterns.)
• The temporal relationships problem. Can the feature
selection method incorporate temporal dependencies? (In
NID incorporating temporal dependencies into classification
tasks is known to improve accuracy, therefore, this should
also inform the features selected.)

In response to these challenges, we present Feature Selection
for Network Intrusion Detection (FSNID), a novel information-
theoretic method that naturally overcomes such problems. FSNID
relies upon the ability to neurally approximate the entropy trans-
ferred from the labels dataset to each feature. Once this quantity
is obtained, we then exclude variables from our set of desired fea-
tures if they are deemed to be uninformative. Furthermore, given
it relies upon function approximation, we can use recurrent lay-
ers to incorporate time-based dependencies within our Transfer
Entropy (TE) calculation. For example, using a simple DNN to esti-
mate the entropy transferred will lead to a value that only reflects
the relationships present in the data at each iteration of training.
Meanwhile, if we were to use an Long-Short Term Memory (LSTM)
network [23] to approximate this function we can also include rela-
tionships that span multiple iterations, overcoming the temporal
relationships problem presented above. We show that incorporating

such dependencies reduces the number of required features further.
Consequently, our method reduces the feature space significantly,
while not degrading classification performance. The contributions
of the paper can be summarized as follows:

• We develop a method of feature selection for NID, based on
excluding variables that transfer negligible entropy to the
attack vector labels.
• The computation of the TE-based measure in FSNID depends
on general function approximation methods. By incorporat-
ing recurrent layers into this estimation process, we leverage
temporal dependencies.
• We show experimentally that using the described techniques
leads to significant reductions in the size of the feature space
without degrading classification performance.

2 Related Work
Feature selection can be defined as the process of reducing the
dimensionality of the input to the ML model while maintaining
the same classification or regression performance. Methods for
feature selection can be divided into two conceptual groups, namely
wrapper and filter methods, where the latter have been deployed
more commonly in the field of feature selection for NID due to their
performance for high-dimensional feature spaces.
Shapley value based filter methods. These involve selecting
variables due to the underlying relationships within the data, inde-
pendently from themodel itself. A popular method relies on Shapley
values as a score for ‘feature importance’ [13]. Shapley values, orig-
inated by Shapley as a means to efficiently allocate resources in
cooperative game theory [54], were adapted for feature importance
by having the input features ‘cooperate’ to predict the output of an
ML model [39]. Despite Shapley value’s widespread adoption, they
fail to overcome the redundancy problem. Two perfectly correlated
features, will both return Shapley values of zero, in spite of their
importance for predicting the output of the model. Furthermore,
[27] and [60] showed that, in some cases, non-negative Shapley
values could be assigned to features that have no impact on the final
outcome of an ML model. In response to this, literature has been
developed which overcomes such issues. Namely, the authors of
[26] and [9] developed methods to assign feature importance’s that
adhere to certain properties, which have been pre-specified in their
axioms for feature importance. One such axiom ensures that when
calculating the second feature importance of a pair of perfectly
correlated features, it must receive the same score as the first. This
leads to scores that reflect the importance of a feature in predict-
ing the model output, therefore, negating the redundancy issue as
described by [19, 35]. However, the use of these scores lead to the
following problem: when selecting features for a model, either of
the correlated features is just as likely to be selected. Consequently,
both are selected. In practice, we require only one of these features.
In computer networks, and networks more generally, we often see
highly correlated features. Consequently, Shapley-based methods
for feature selection are not well suited to network traffic data.
Information-theoretic filter methods. As a result, information-
theoretic filter methods are more commonly used for NID. These
methods aim to exploit underlying relationships in the data to select
the features without knowledge of the model in use. A standard
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method [4] (see also the variations presented in [8, 48]) involves
augmenting the feature that maximizes the MI between the chosen
subset and the ground truth. However, such methods fail to over-
come the length 𝑘 problem and the complexity problem. Another
related method involves exploring all the permutations of the entire
feature set to optimize the MI between the subset and the target
variable [11, 20, 68]. To manage the computationally intensive task
of searching through permutations, such techniques limit the size
of the search space by fixing the cardinality of these subsets as 𝑘 .
However, the selected features cannot guarantee optimality, unless
all possible values of 𝑘 are compared. Therefore, these methods
also suffer from the length 𝑘 problem. Despite these drawbacks,
both techniques represent the state of the art and they are widely
adopted by the NID community [3, 6, 52].
Feature selection methods for network intrusion detection.
Many specialized feature selection methods for NID have been de-
veloped [3, 6, 33, 34, 42, 52]. Often, they ensure that the complexity
of the algorithm scales non-polynomially in time with respect to
the number of features, but this comes at the cost of robustness. For
example, in [12] ‘irrelevant’ features are removed on a case-by-case
basis if they are uncorrelated with the target. This is done without
considering if these features provide synergistic information when
considered in groups, whereas in [52], instead of searching the full
space of potential feature subsets, the authors only consider the
subsets of size 𝑘 . Therefore, such methods suffer from the length 𝑘
problem.

3 Preliminaries
3.1 Notation and Terminology
We denote sets of random variables using calligraphic symbols (e.g.,
X), single random variables using capital letters (e.g., 𝑋 ), and their
realizations with lowercase letters (e.g., 𝑥). To label a selected fea-
ture set we useX∗. The function𝐴(·) operates on random variables,
yielding the set of all their possible realizations. Meanwhile, 𝒫(·)
produces the powerset of its argument. We use Shannon’s entropy
(e.g., 𝐻 (𝑋 )) to represent uncertainties. Let the following list denote
the features of a computer network at time 𝑡 , 𝜉𝑡 = (𝑥𝑡1, 𝑥

𝑡
2 ...𝑥

𝑡
𝑁
),

where 𝜉𝑡 will act as the input to our classification model. By sam-
pling jointly from the elements of our input list (𝑥𝑡1, 𝑥

𝑡
2 . . . 𝑥

𝑡
𝑁
),

and from the realizations of the ground truth 𝑦𝑡 , we realize not
only the set of all possible features as random variables (written as
X = {𝑋1, 𝑋2 . . . 𝑋𝑁 }), but also the ground truth (written as 𝑌 ).

3.2 Information-theoretic Concepts
We now briefly review the key concepts from Information Theory
at the basis of the proposed method.
Mutual information (MI). The MI is a non-linear extension of
the Pearson correlation. Formally it is written as the difference
between a conditional and non-condition Shannon’s entropy [53].
For example:

𝐼 (𝑋 ;𝑌 ) = 𝐻 (𝑋 ) − 𝐻 (𝑋 |𝑌 ). (1)

Equation 1 describes the reduction in uncertainty of the observation
of 𝑋 caused by observing 𝑌 . MI is widely used for feature selection,
both when applied to NID [3, 6, 52] and more generally [8, 11, 14,
20, 48].

Transfer entropy (TE). TE measures the directed transfer of in-
formation between two random processes [51]. More formally, we
write this quantity as:

𝑇𝐸𝑋→𝑌 = 𝐻 (𝑋 𝑡+1 |𝑋 𝑡 ) − 𝐻 (𝑋 𝑡+1 |𝑋 𝑡 , 𝑌 𝑡 ) . (2)

Equation 2 measures the extra reduction in uncertainty of the next
realization of 𝑋 by considering the current observation of 𝑌 .
Redundancy. Redundancy measures the difference between the
maximum and observed uncertainty of an ensemble of random
variables. If this difference is large, it implies that many of the vari-
ables provide indistinguishable information [45]. To explain why
this is a key concept in feature selection, we present the follow-
ing example. Let there exist two variables (𝑋𝑖 and 𝑋 𝑗 ) that pro-
vide identical information regarding the target (𝑌 ), more formally
𝐼 (𝑋𝑖 ;𝑌 ) = 𝐼 (𝑋 𝑗 ;𝑌 ) = 𝐼 (𝑋 𝑗 , 𝑋𝑖 ;𝑌 ). An optimal feature selection
algorithm will include only one, to reduce the input dimensionality,
while maintaining the total information. However, this has been
proven difficult to rigorously implement [19, 35]. Some methods
[7, 15], assign a feature importance score of zero to both variables,
resulting in neither being selected. Conversely, other techniques
identify them as equally important and select both [9, 26].
Synergy. Synergy describes the extra information provided due
to variables being considered in combination as opposed to indi-
vidually. The classic example given of such a relationship is imple-
mented using an XOR function. Let there exist two binary string
variables 𝑋𝑖 and 𝑋 𝑗 . Furthermore, let us suppose that a third vari-
able 𝑌 is calculated as the XOR of these two variables realizations.
It follows that 𝑋𝑖 and 𝑌 and 𝑋 𝑗 and 𝑌 are completely uncorre-
lated (𝐼 (𝑋𝑖 ;𝑌 ) = 𝐼 (𝑋 𝑗 ;𝑌 ) = 0), but when considered together they
are fully informative (𝐼 (𝑋𝑖 , 𝑋 𝑗 ;𝑌 ) = 𝐻 (𝑋 )) [65]. Features that are
characterized by these relationships are assigned negligible feature
importance scores by correlation-based measures (such as those in
[8, 12, 14]), despite the information they provide in combination.

4 Method
4.1 Overview
We now present our information-theoretic filter method of feature
selection for NID. Herein, we consider only filter-based approaches,
whether that be FSNID or baselines, due to the advantages they pos-
sess for highly dimensional feature spaces (see section 2). Initially,
we discuss the task of detecting network intrusions using super-
vised learning. The subsequent part of this section is dedicated to
elucidating our feature selection technique.

We start by presenting the mathematical details of the TE based
measure that signifies feature importance. Following that, we out-
line the algorithm we develop to leverage this measure, discussing
how it addresses the first three problems highlighted in Section 1.
We also present a procedure for estimating the value of the measure.
We then describe the method through which we integrate temporal
dependencies into the estimation process, thus resolving the issue
of temporal relationships.

4.2 Network Intrusion Detection as Supervised
Classification

In this paper, analogously to [2, 29, 31, 57, 64, 70], NID is viewed
as a supervised classification task. Let us start by considering the
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case in which all the 𝑁 features act as inputs to the classifier. They
describe the properties of a network at an instance in time, and are
characterized by the realizations of X at time 𝑡 , which we indicate
with 𝜉𝑡 = (𝑥𝑡1, 𝑥

𝑡
2, . . . , 𝑥

𝑡
𝑁
). Meanwhile, 𝑦𝑡 describes whether or

not these properties correspond to benign or malicious traffic. The
primary objective of an NID classifier is to infer the value of 𝑦𝑡 as
output, given 𝜉𝑡 as input. This process can be conceptualized as
a mapping function 𝑓 , which translates the space of all possible
combinations of network properties into the space of all possible
attack types, with one such type being the possibility of no attack at
all. Formally, this is represented as 𝑓 : 𝐴(X) ↦→ 𝐴(𝑌 ). In this paper,
our goal is not only to detect attacks, but also to classify their type.
Consequently, we model 𝑓 using either a multi-layer-perceptron
or a Long-Short Term Memory (LSTM) network with a negative
log likelihood loss, where the number of potential outputs is equal
to the total number of attack types plus one (the one characterizes
benign traffic). An optimal function 𝑓 ∗ outputs the correct attack
label for each iteration (more formally 𝑓 ∗ (𝜉𝑡 ) = 𝑦𝑡 ). The goal of
feature selection is to reduce the dimensionality of the input to our
classifier, without affecting its performance.

4.3 Measuring Transfer Entropy
We now define the measure Φ𝑋𝑖 ;X→𝑌 , which quantifies the differ-
ence in the uncertainty of the target variable, 𝑌 , when the set X,
does and does not include some feature of interest 𝑋𝑖 ∈ X:

Φ𝑋𝑖 ;X→𝑌 = 𝐻 (𝑌 |X\𝑋𝑖
) − 𝐻 (𝑌 |X) . (3)

This quantity is an adaptation of Schreiber’s TE, and describes
how features transfer information to the ground truth variable [51].
Equation 3 measures the reduction in uncertainty of 𝑌 ’s observations
given 𝑋𝑖 is added back to X. Therefore, if Φ𝑋𝑖 ;X→𝑌 = 0, adding the
variable 𝑋𝑖 back to the set X does not reveal further information
about the target variable. The core principle of the methodology
is to exclude such variables from the set of features, as they are
said to be uninformative regarding the target. This measure has the
desirable quality that by considering the effect of combining the
feature of interest with the remaining variables in X, it natively
considers high-order synergistic relationships. However, in the
following section, we will illustrate that evaluating this measure for
multiple features simultaneously does not overcome the redundancy
problem, for analogous reasons to the methods developed in [7].

4.4 Description of the FSNID Algorithm
In this section, we discuss the affects of the redundancy problem,
before describing the design of the overall FSNID algorithm. We
then analyze the performance of FSNID in handling the complexity
and length 𝑘 problems.
Dealing with redundancy. In practice, a simple simultaneous
application of Equation 3 to all variables fails to overcome the
redundancy problem [19, 35]. To explain this, let us suppose there
are two perfectly correlated features (𝑋𝑖 , 𝑋 𝑗 ), and we remove either
one from the set X to calculate Φ𝑋𝑖 ;X→𝑌 . All the information that
would be lost by removing 𝑋𝑖 is replicated in 𝑋 𝑗 and vice versa. As
a result, we calculate Φ𝑋𝑖 ;X→𝑌 = 0 and Φ𝑋 𝑗 ;X→𝑌 = 0, and both
features are excluded from X, in spite of their ability to reduce the
uncertainty of the target. To mitigate the redundancy problem, we

Algorithm 1 FSNID.
Input: Network features X and ground truth labels 𝑌 , respectively

(see Section 3.1). Output: X∗ (a desirable subset of features).
1: Initialize X∗ = {}
2: for 𝑖 = 1 to 𝑁 do
3: if Φ𝑋𝑖 ;X→𝑌 = 0 then
4: X = X\{𝑋𝑖 }
5: else
6: X∗ = X∗ ∪ {𝑋𝑖 }
7: end if
8: end for
9: return X∗

apply the measure defined in Equation 3 in a sequential manner, as
detailed in Algorithm 1. Under such circumstances, permanently
eliminating variables from the set X (line 4 of Algorithm 1), if they
satisfy Φ𝑋𝑖 ;X→𝑌 = 0 ensures that, upon encountering the first
of the redundant variables, it is removed. As a result, there is no
longer redundant information in the setX, and the calculation of the
remaining variables’ contribution is heavily simplified [19, 21, 35].
Therefore, this simple method overcomes the redundancy problem.
A schematic illustration of this process can be seen in Figure 1.
Dealing with the length 𝑘 problem and scalability. It is trivial
to see that Algorithm 1 only requires the calculation of Φ𝑋𝑖 ;X→𝑌

once per feature. Consequently, its complexity is linear in time
with respect to the number of features. Otherwise, the method be-
comes non-scalable and inapplicable to highly-dimensional spaces.
Furthermore, we note that this Algorithm derives the size of X∗,
overcoming the length 𝑘 problem. Again, this is highly desirable
for large feature spaces.

4.5 Transfer Entropy Neural Estimation
In this section, we explain how we neurally estimate Φ𝑋𝑖 ;X→𝑌 .
Unless we restrict our domain of interest to scenarios not applicable
to the real world, the calculation of Φ𝑋𝑖 ;X→𝑌 will be intractable
without infinite samples. For this reason, we use a neural function
approximator to estimate this value. One of the most commonly
estimated information theoretic quantities is MI [5, 40, 46, 49, 63].
In particular, we estimate Φ𝑋𝑖 ;X→𝑌 as the difference between two
𝐼 ’s. More formally, we have:

Φ𝑋𝑖 ;X→𝑌 = 𝐼 (X;𝑌 ) − 𝐼 (X\𝑋𝑖
;𝑌 ) . (4)

The method we use for estimating MI is based on the work by
Belghazi et al. [5], as it is applicable to both continuous and discrete
variables. In particular, in [5] the authors prove that the MI can be
re-written via the Donsker Vardhan representation, such that:

𝐼 (X;𝑌 ) = sup
𝑇 :𝐴(X)×𝐴(𝑌 ) ↦→R

E𝑃X,𝑌 [𝑇 (X, 𝑌 )] − logE𝑃X ,𝑃𝑌 [𝑒
𝑇 (X,𝑌 ) ]

(5)
where E𝑃X,𝑌 is the expectation under the joint distribution 𝑃X,𝑌 and
E𝑃X ,𝑃𝑌 is the expectation under the marginal distribution 𝑃X ⊗ 𝑃𝑌 .
The form of Equation 5 is such that it can be used for gradient
ascent, where 𝑇 (X, 𝑌 ) is the output of a neural estimator, which
takes as its input the full set of variablesX and the target𝑌 sampled
according to the expectation to which 𝑇 (X, 𝑌 ) is subjected. For
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instance, E𝑃X,𝑌 [𝑇 (X, 𝑌 )] (the left term) is the average output of
the neural function approximator when presented with X and 𝑌
sampled jointly. Meanwhile, logE𝑃X ,𝑃𝑌 [𝑒𝑇 (X,𝑌 ) ] (the right term)
is the log of the average exponential output when X and 𝑌 are
sampled marginally. The equivalence in Equation 5 ensures we
can use the relationship in Equation 4 to calculate Φ𝑋𝑖 ;X→𝑌 , and
apply Algorithm 1 to identify our subset of features. More formally,
Φ𝑋𝑖 ;X→𝑌 can be written as:

Φ𝑋𝑖 ;X→𝑌 = sup
𝑇 :𝐴(X)×𝐴(𝑌 ) ↦→R

(E𝑃X,𝑌 [𝑇 (X, 𝑌 )] − logE𝑃X ,𝑃𝑌 [𝑒
𝑇 (X,𝑌 ) ])

− sup
𝑈 :𝐴(X\𝑋𝑖

)×𝐴(𝑌 ) ↦→R
(E𝑃X\𝑋𝑖

,𝑌
[𝑈 (X\𝑋𝑖

, 𝑌 )]

− logE𝑃X\𝑋𝑖
,𝑃𝑌 [𝑒

𝑈 (X\𝑋𝑖
,𝑌 ) ]).

(6)

Calculating our measure using Equation 6 yields a positive real
number, expressed in nats, which quantifies the reduction in uncer-
tainty of the target variable due to the inclusion of feature 𝑋𝑖 . This
implies that our measure - and the method employed to calculate it
- offers an intuitive interpretation, aiding users not only in terms
of the feature selection task but also in understanding why some
features are selected over others.

4.6 Incorporating Time Dependencies
We now describe the motivation of including a recurrent layer in
the classification and feature selection tasks. We select an LSTM-
based solution in our implementation after comparing different
architectures that integrate temporal dependencies. In Section 5.4,
we report the experimental results supporting this choice.

An LSTM-based NID system receives network data of sequence
size 𝑠 , before processing it for the purpose of classification. There-
fore, our NID mapping function no longer takes as its input 𝜉𝑡 , but
rather it receives a list of time ordered network data that it uses to
infer the attack status. More formally 𝑓 𝐿𝑆𝑇𝑀 (𝜉𝑡−𝑠 , 𝜉𝑡−𝑠+1 . . . 𝜉𝑡 ) ∈
𝐴(𝑌 ), where 𝑓 𝐿𝑆𝑇𝑀 is an updated mapping function such that
𝑓 𝐿𝑆𝑇𝑀 : 𝐴(X𝑡−𝑠 :𝑡 ) ↦→ 𝐴(𝑌 ). The set X𝑡−𝑠 :𝑡 in its full form is
X𝑡−𝑠 :𝑡 = {𝑋 𝑡−𝑠 :𝑡

1 , 𝑋 𝑡−𝑠 :𝑡
2 ...𝑋 𝑡−𝑠 :𝑡

𝑁
}, and the superscript 𝑡−𝑠 :𝑡 , as ap-

plied to variables, or sets of variables, indicates that sampling is
conducted such that realizations are accompanied by the 𝑠 values
that came before it in time, where 𝑠 indicates the sequence size. The
recurrent layer in an LSTM has the ability to incorporate all the
information within the sequence, despite the extended time horizon
[23]. This differs from standardmethods for function approximation
that only consider a single instance in time. Detecting dependencies
in time is of importance when classifying cyberattacks. To explain
why, we present the following simple example. Firstly, let us sup-
pose a system is under attack at time 𝑡 , it is obviously more likely
to also be under attack at time 𝑡 + 1. Additionally, non-automated
attacks are likely to occur at times when people are awake. Methods
that account for time dependencies can exploit such relationships,
boosting their detection accuracy [30, 43, 67, 69].

However, in this paper, we intend to perform the classification
task on a reduced subset of selected features. Therefore, the method
used to select these features should also incorporate dependencies
in time (introduced before as the temporal relationship problem).
Otherwise, our feature set may omit information our classification

...

All Features
Selected
Features

Neural function
approximation

model

Feature Selection 

NID Classification 
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Figure 1: Diagrammatic representation of FSNID.

system would typically utilize. To do so, we rewrite Equation 5
such that our estimation of Φ𝑋𝑖 ;X→𝑌 now incorporates temporal
relationships:

𝐼 (X𝑡−𝑠 :𝑡 ;𝑌 𝑡−𝑠 :𝑡 )
= sup

𝐿:𝐴(X𝑡−𝑠 :𝑡 )×𝐴(𝑌 𝑡−𝑠 :𝑡 ) ↦→R
E𝑃X𝑡−𝑠 :𝑡 ,𝑌𝑡−𝑠 :𝑡 [𝐿(X𝑡−𝑠 :𝑡 , 𝑌 𝑡−𝑠 :𝑡 )]

− logE𝑃X𝑡−𝑠 :𝑡 ,𝑃𝑌𝑡−𝑠 :𝑡 [𝑒𝐿 (X
𝑡−𝑠 :𝑡 ,𝑌 𝑡−𝑠 :𝑡 ) ] .

(7)

The function 𝐿(·) is again the output of a neural function ap-
proximator, where now the input is the variables X𝑡−𝑠 :𝑡 and 𝑌 𝑡−𝑠 :𝑡 .
Each variable is sampled as chronologically ordered sequences of
size 𝑠 . These are then combined either jointly or marginally accord-
ing to the expectations to which they are subjected. Furthermore, a
similar update can be made to Equation 6; although, we omit it here
for space and clarity. Throughout the remainder of the paper, we
will distinguish between our methodology that incorporates tem-
poral dependencies from that which does not by using the terms,
LSTM-based FSNID and FSNID, respectively.

4.7 Methods for Approximating State Variable
Inclusion Conditions

Since we estimate Φ𝑋𝑖 ;X→𝑌 neurally rather than calculating it ana-
lytically, the values of Φ𝑋𝑖 ;X→𝑌 randomly fluctuate. Therefore, the
condition Φ𝑋𝑖 ;X→𝑌 > 0 in Algorithm 1 is susceptible to the inclu-
sion of uninformative variables in our target set. In this section,
we explain how we approximate the condition Φ𝑋𝑖 ;X→𝑌 = 0 for
varying estimates.

Our approach mirrors that introduced in [66]; specifically, it
involves implementing a null model for comparative analysis. In
this paper, we introduce a random variable𝑁𝑀 intoX, whereas [66]
remove dependencies by shuffling one of its pre-existing members.
The expectation is that the ground truth should not be dependent
on 𝑁𝑀 , implying that Φ𝑁𝑀 ;X→𝑌 = 0. Therefore, variables that
demonstrate a significant transfer of entropy to 𝑌 are expected to
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deviate from this null model. We assume that both the null model
and the features in X follow normal distributions. By adopting
the Neyman-Pearson’s methodology [44], we identify variables 𝑋𝑖
within X where Φ𝑋𝑖 ;X→𝑌 has a 95% likelihood of not conforming
to the range specified by the null model. These identified variables
are considered to exhibit a statistically significant divergence from
the null model, thereby satisfying the condition Φ𝑋𝑖 ;X→𝑌 > 0.

5 Experimental Evaluation
In this section, we outline the motivation and results of our experi-
ments. Initially, we specify the research questions we aim to address
in the evaluation of the method and we detail how these informed
the selection of our comparative baselines. Our evaluation will first
focus on assessing FSNID’s ability to parsimoniously select features
for NID. Finally, we will analyze the temporal complexity of the
proposed method.

5.1 Research Questions
We now outline the specific research questions that are of impor-
tance when aiming to select optimal features for NID.

• RQ1. To what extent does FSNID reduce the feature set com-
pared to the baselines, and how does this affect classification
performance?
• RQ2. How does FSNID generalize across a variety of datasets
with different characteristics?
• RQ3. Is FSNID scalable in the presence of large feature spaces?

5.2 Baselines
In this section, we introduce five methods for feature selection that
we will use as comparative baselines.

As examples of classic lightweight and linear in time methods
with respect to the number of features, we selected Permutation
Importance (PI) and least absolute shrinkage and selection operator
(LASSO) [7, 62]. They are both highly scalable, and appropriate for
the large datasets of interest. We also adopted the ultra marginal fea-
ture importance (UMFI) algorithm with optimal transport [26]. We
chose this technique as it is a state-of-the-art method for assigning
feature importance. To the best of our knowledge, this is the only
technique that attempts to natively deal with highly correlated vari-
ables, in a manner that is linear in time with respect to the number
of features. This is essential in the presence of highly dimensional
feature spaces. We also compare to the mutual information firefly
algorithm (MIFA) [52], as a representative and popular example
of metaheuristics. Additionally, we include the classic and widely
adopted Conditional Likelihood Maximization (CLM) framework
by Brown et al. [8]. Unlike the first three baselines, the temporal
complexity of MIFA and CLM is non-linear in time with respect to
the number of features. Where possible, we utilize null models to
determine whether or not a feature is informative. However, in the
MIFA case we must derive the number of features 𝑘 using other
methods. We explain in detail how we handle the length-𝑘 problem
for each baseline in Appendix B.

5.3 Feature Selection Performance Evaluation
We first address RQ1 and RQ2 by presenting the results of an
extensive evaluation, comparing the feature selection performance
of FSNID and the baselines.

5.3.1 Experimental Settings. First, we introduce the datasets used
for the evaluation. We use the train-test split datasets if provided.
Otherwise, we apply a standard 80 : 20 split.
TON-IoT. This dataset provides a comprehensive view of network
traffic from diverse IoT and IIoT sensors, combined with system
traces from both Linux and Windows hosts, improving the gener-
ality and diversity of the datastreams available from the Bot-IoT
dataset [41]. For this study, the dataset from a Windows 10 net-
work was employed, capturing various system activities across 124
attributes. The attack vector in this dataset is comprised of seven
unique attack types, accounting for 53.0% of the target data, while
the remaining 47.0% is benign.
NSL-KDD. Designed to address the shortcomings of the KDD’99
dataset [61], NSL-KDD encompasses 41 features, split into 34 nu-
meric, 4 binary, and 3 nominal attributes. Categorized based on
packet, content, traffic, and host characteristics, it classifies attacks
into four primary categories: DoS, R2L, U2R, and Probe. These main
categories are further subdivided into forty specific attack classes
[52], which in total characterize 75.6% of the total traffic, while the
remainder is benign. Unlike the TON-IoT dataset, NSL-KDD con-
tains a large variety of attack styles that are applicable to non-IoT
computer networks.
CIC-DDoS2019. This dataset focuses on a variety of DDoS attacks,
mirroring genuine real-world traffic conditions. Notably, it was
generated using data describing the behavior of 25 users across a
variety of protocols. For the purpose of our research, we focus on
the UDPLag dataset, as this attack type is uncommon, and unique
to this dataset [56]. For this dataset, 98.9% of the data was benign
while the rest were attacks.
UNSW-NB 15. The UNSW-NB 15 dataset consists of 49 features
and nine attack groups, which are associated with 68.1% of the
traffic, while 31.9% is benign. The classification task is particularly
challenging for this dataset as it requires the consideration of time
dependencies in order to achieve high classification accuracies.
CICIDS17. This dataset offers a snapshot of benign traffic with a
sparse presence of state-of-the-art attacks, ensuring the data mir-
rors real-world conditions [55]. 88 network flow features were
extracted from the activities of 25 users considering different proto-
cols. Attacks such as Brute Force FTP and DDoS were incorporated
during different times of the day and week, with 63.6% benign and
36.4% malicious behaviors.

These datasets essentially encompass a broad spectrum of at-
tacks, each varying in frequency and occurring across different
applications, systems, or devices. As a result, by evaluating this
combination of datasets we aim to answer RQ2. In Figure 2, we
present the classification accuracy achieved when using all features
compared to the case in which only subsets (selected according
to the methods taken into consideration) are used. Furthermore,
we also present false positives and F1 scores. These are of key im-
portance when assessing NID due to the presence of imbalanced
datasets (e.g., CIC-DDoS2019). Therefore Figure 2, allows direct
comparison of each methods ability to select a useful feature set. To
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Figure 2: Comparison of the vanilla (red bars) and LSTM-based (pink bars) versions of FSNID to PI (green bars), UMFI (blue
bars), CLM (brown bars), MIFA (purple bars) and LASSO (black bars). The yellow bar corresponds to a randomly selected set of
features equal in size to the set of features selected using our vanilla method. From top to Bottom we present the proportion of
features that were retained using each method, the accuracy achieved during the classification task using that set, the false
positive rate and F1 score.
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Figure 3: Performance comparison of FSNID against the chosen baselines in terms of their ability to deal with highly correlated
features. Specifically, we plot the average MI shared between the top three features for each method with respect to each dataset.

verify these methods outperform a stochastic baseline, we compare
the results to a set of randomly chosen features, equal in size to
the set selected by our vanilla method. Additionally, in Figure 3,
we examine the MI between the top three features. This analysis
shows how each method addresses the redundancy problem. The
calculation of Φ𝑋𝑖 ;X→𝑌 and the classification results are obtained
over 5 runs. We adopt ±95% confidence intervals for the classifica-
tion task. Hyperparameter tuning is conducted via a simple grid
search (for a full discussion, please refer to Appendix C).

5.3.2 Experimental Results. TON-IoT. In this dataset, FSNID achieves
near-optimal performance despite a large reduction in the feature
space; it is apparent that UMFI’s performance does not surpass
that of a randomly chosen set of variables equivalent in size to our
DNN-based approach. Notably, this occurs even though UMFI se-
lects a larger number of features than FSNID. This can be explained
with reference to Figure 3, in which it is possible to observe higher
correlation among the features chosen by UMFI. This suggests that
many of the attributes selected by UMFI might be superfluous for
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Figure 4: Performance comparison of different neural architectures to evaluate their ability to incorporate temporal dependen-
cies into feature selection and subsequent classification tasks.

effective classification. Such redundant or highly correlated features
can impede a model’s ability to detect attacks. The MIFA method
correctly evaluates the formed feature subsets (using MI). How-
ever, the heuristic employed to update these subsets is inefficient.
This approach assigns uniform probabilities across all features with
the potential to be switched on or off, without considering their
individual contributions to overall performance. Consequently, to
discover a viable feature set using MIFA, one must either evaluate a
very large number of feature subsets (fireflies) or allow a significant
number of feature-flipping events. Both options increase the com-
putational requirements beyond practical limits for large datasets.
The LASSO algorithm selects a large number of features without
achieving competitive performance. LASSO exclusively considers
linear relationships; for this reason, it is unable to incorporate syn-
ergistic interactions or resolve complex redundancies. The inability
to detect synergistic relationships can lead to too few features being
detected, while the inability to handle highly correlated features
can lead to over-selection [18]. In this case, the latter occurs. While
CLM selects fewer features, it is marginally outperformed by FSNID.
NSL-KDD. We observe that the performance of UMFI and LASSO
is poor, given the amount of features they select. This is likely due
to over-representation of correlated features, which is clearly ev-
idenced for UMFI in Figure 3. In this case, we observe that CLM
selects the fewest number of features, although this does prevent

the model learning an optimal detection strategy. This underper-
formance is primarily due to an inability to recognize synergistic
features as important. To clarify, CLM focuses on adding individ-
ual features based on their ability to increase MI, neglecting the
potential benefits of their combinations: as a result, synergistic
combinations remain undiscovered. Overlooking such interactions
consistently leads to too few features being selected. This has an im-
pact on performance. On the other hand, FSNID natively considers
synergistic interactions, leading to the selection of an appropriate
feature set which in turn leads to good performance.
CIC-DDoS2019. We observe that FSNID achieves comparable per-
formance with both PI and UMFI despite these methods selecting
much larger feature sets. CLM’s inability to consider purely syner-
gistic interactions ensures that it again selects the fewest number
of features. That said, it outperforms LASSO and MIFA.
UNSW-NB 15. It is observed that although the LSTMFSNIDmethod
selects a limited number of features, it performs comparably with a
full feature subset. Given the UNSW-NB 15 dataset is characterized
by attacks that are time-dependent, the use of an LSTM not only
reduces the required number of features but also leads to improved
performance. CLM here selects the fewest features and performs
well. However, this methods inability to solve the complexity prob-
lem means the selection of this set took 2.5x the amount of time
needed for FSNID, as presented in Appendix A. Meanwhile, the
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Figure 5: Temporal complexity of FSNID and comparators
with respect to the number of features.

MIFA algorithm performs worse than random selection, although
this is likely due to the low number of features MIFA selected.
CIC-IDS 17. Also in this case, we observe that FSNID drastically
reduces the size of the set of features, while not significantly af-
fecting the predictive power of the model. LSTM-based FSNID is
able to achieve even better performance, for similar reasons to that
described for UNSW-NB 15.

To summarize, in these experiments, by means of a variety of
datasets, we have demonstrated our method’s ability to select a re-
duced set of highly informative features that result in near-optimal
classification accuracy. In other words, we have provided empirical
evidence to address both RQ1 and RQ2. Furthermore, we have
demonstrated that by exploiting the temporal relationships present
in the data, we can enhance classification performance while using
even smaller sets of features.

5.4 Recurrent Layer Ablation Studies
In the previous section, we demonstrated that using an LSTM
when estimating Φ can improve the performance of FSNID. In
this section, we motivate the choice of an LSTM by comparing
three architectures that can incorporate temporal dependencies, for
hyper-parameters refer to Appendix C. Specifically, we compare
the abilities of Temporal Convolutional Networks (TCN), Gated
Recurrent Units (GRU), and LSTM during the NID feature selection
and classification tasks. As shown in Figure 4, the LSTM model
consistently outperforms TCN and GRU models across the metrics
investigated. However, the LSTM is the most complex architecture
of the three. This complexity results in a slight increase in runtime,
as detailed in Appendix A. Although, this extended runtime is not
significant when considering the superior performance indicated
by the NID results.

5.5 Analysis of the Computational Cost
In this section, we present a set of results that provides evidence for
addressing RQ3 following an experimental methodology similar to
that presented in [26].

5.5.1 Experimental Settings. In the following experiments, we in-
tend to demonstrate that the temporal complexity of our method
scales linearly with respect to the number of features. We are not
interested, at this stage, in each methods ability to select features.

Consequently, to reduce the computation associated with this evalu-
ation, we use simple synthetic data. The synthetic features (𝑋𝑖 ∈ X)
and the target (𝑌 ) are independent stochastic binary arrays of length
500, for a discussion of the hyperparameter see Appendix C.

5.5.2 Experimental Results. The results indicate that the complex-
ity of our method scales approximately linearly in time with respect
to the number of features. Although UMFI is theoretically linear
in time, its practical implementation involves a pre-processing
step that leads to the curve observed in Figure 5. CLM exhibits
a non-linear time complexity with respect to the total number of
features 𝑁 and the selected number 𝑘 , scaling proportionally to
O(𝑁𝑘 − 𝑘 (𝑘−1)

2 ). This complexity arises as each selected feature
must maximally increase the correlation with the target, making
this a greedy maximization algorithm, where this complexity is a
common result. On the other hand, the firefly algorithm scales pro-
portionally with respect to the number of features, but is quadratic
in time with respect to the number of fireflies (potential feature
subsets). In practice, it is recommended to increase the number of
fireflies as the number of features increases. For our experiments,
we chose the number of fireflies to be equal to half the number of
features, yielding the results presented in Figure 5. Overall, this
dependence on both the features and fireflies makes the algorithm
exceedingly complex. These aspects render our method more suit-
able for high-dimensional feature spaces than any of the baselines
discussed thus far. However, the scalability of both LASSO and PI
exceeds that of any other baselines, despite their troubles selecting
features. Our results also highlight the additional computational
load required to integrate temporal dependencies. In any case, the
LSTM-based version of FSNID still shows a linear time complexity
with respect to to the number of features.

6 Conclusion
Feature selection is a fundamental problem in network intrusion
detection. This is due to the computational cost associated to large
input spaces and the requirement of minimizing monitoring for
both economic and strategic reasons. In this paper, we have intro-
duced FSNID, a new information-theoretic framework designed
to select features for detecting network intrusions. Our approach
estimates a TE-based ‘feature importance’ using a neural function
approximator. FSNID effectively identifies the minimal number
of features even if they are highly correlated, while its computa-
tion time scales linearly relative to the number of features. All of
these are desirable attributes when applied to highly-dimensional
network data. The estimation of the measure central to FSNID is
agnostic to the function approximation technique used. By inte-
grating a recurrent layer into the neural architecture, it is possible
to incorporate time-dependent information into our feature impor-
tance calculation. This enables a further reduction in the number of
features selected when compared to our vanilla method. In our ex-
perimental evaluation, we have shown that FSNID can consistently
identify a lightweight set of network features, without notably
compromising classification performance.
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A Wall Clock Runtimes
In Table 1, we present the wall clock runtimes for each feature set
selection method in seconds.

B Handling the Length-𝑘 Problem for Baselines
In this section, we explain how we systematically place an upper
bound on the number of features selected using each baseline, thus
avoiding the length-𝑘 problem. This step is unnecessary for the
LASSO algorithm since it is inherently able to deal with it. For the
FSNID method, the procedure is detailed in Section 4.7 and will not
be repeated here.
PI. For the permutation importance, we again utilize a null model.
After five experiments, a feature is not selected if its permutation

importance does not have a 95% probability of being higher than
that of a random feature.
UMFI. We adopt a null model as in the PI case.
CLM. This technique selects features that increase the MI between
the target and feature set. Feature addition typically stops when the
MI stops rising. To identify this point, we use a null model, adding
features as long as the chosen feature increases the MI more than a
random feature would.
MIFA. This soft computing technique involves using a metaheuris-
tic to select features that improve MI with the target. Without
restricting the number of selected features, the method tends to
select all possible features, an undesirable result. To address this,
we increase 𝑘 (the number of possible features) starting from 5 in
increments of 5. We then select the smallest feature set for which
the next set of features up did not have a statistically significant
improvement in MI. This process underscores the challenges of
methods that cannot solve the length-𝑘 problem, repeating the ex-
periments for multiple values of 𝑘 exponentially increases temporal
complexity.

C Selection of the Hyperparameters
C.1 Feature Selection Experiments
When estimating Φ we used 𝑏 = 100 and 𝑁 = 10000 (as defined
in Algorithm 2 in Appendix D) for the vanilla version of FSNID,
MIFA, and CLM. Meanwhile, for experiments considering temporal
relationships we used, 𝑏 = 100 and 𝑁 = 20, 000 and sequence length
𝑠 (the range over which we incorporate temporal dependencies)
was set to 10. The differences are due to the more complex temporal
relationships requiring extended training to be fully captured. In the
vanilla implementation of our method, the function approximator
is a standard feedforward multi-layer perceptron, featuring one
hidden layer consisting of 50 nodes. For the LSTM-based approach,
the architecture remained the same, but it included an additional
LSTM layer where the hidden layer also included 50 nodes. This
was repeated for GRU and TCN modules. Furthermore, we use a
learning rate of 0.0001 for the calculation ofΦ𝑋𝑖 ;X→𝑌 and a learning
rate of 0.01 for the classification task. The networks used for both
tasks in both cases where identical, except for MINE (MI neural
estimation), we are undertaking a regression task. Therefore, we
use a mean squared error loss and an Adam optimizer. Meanwhile,
for the classification task we use a Negative Log Likelihood Loss
and a standard stochastic gradient descent optimizer. For both PI
and UMFI we use 100 random trees and for PI we ran 10 repeats.
For LASSO we employed a regularization strength of 𝛼 = 0.001, in
order to select enough features. Finally, for the MIFA algorithm we
set the number of fireflies to 0.5 ∗ 𝑁 , where 𝑁 is the max number
of features, and allowed 10 iterations of brightness reconfiguration.

C.2 Complexity Analysis Experiments
For these experiments we use the same hyperparameters as for the
feature selection experiments, except in this case we use 𝑏 = 10
and 𝑁 = 100 (as defined in Algorithm 1) for both our vanilla and
LSTM-based methods. While the number of random trees in use
for our baselines is 10. These values were chosen, not due to their
feature selecting abilities but due to their speed.
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Table 1: Wall clock runtimes for each feature set selection method in seconds.

ToN-IoT NSL-KDD CIC-DDoS2019 UNSW-NB15 CIC-IDS17

UMFI 1167 312 1018 765 8883
MIFA 5402 1933 56389 10170 189101
CLM 3900 551 13713 1888 20001
PI 198 167 304 389 2861
LASSO 4.5 0.42 6.71 19.7 34
FSNID 1723 432 3189 748 13565
FSNIDLSTM 185477 37258 203904 71501 508093
FSNIDTCN 116421 31928 171970 64801 499390
FSNIDGRU 121651 38314 192191 67647 507430

Algorithm 2 Estimation of Φ𝑋𝑖 ;X→𝑌 .

Input: Training dataset (𝑖1, 𝑦1, 𝑖2, 𝑦2 ...𝑖𝑇 , 𝑦𝑇 ), and feature of interest 𝑋𝑖 .
Output: 𝐻 (𝑌 |X\𝑋𝑖

) − 𝐻 (𝑌 |X)
1: Initialize weights for 𝜃 and 𝜃\𝑋𝑖

2: for 1 to 𝑁 do
3: Draw mini batch samples of length 𝑏 from the joint distribution of the target and the network features with all possible

variables included 𝑝𝑌,X ∼ (𝑦𝑡1 , 𝑥𝑡11 , 𝑥
𝑡1
𝑖
. . . 𝑥

𝑡1
𝑁
), . . . , (𝑦𝑡𝑏 , 𝑥𝑡𝑏1 , 𝑥

𝑡𝑏
𝑖

. . . 𝑥
𝑡𝑏
𝑁
), and repeat for the marginal distribution 𝑝𝑌 ⊗ 𝑝X ∼

(𝑦𝑡 ′1 , 𝑥𝑡11 , 𝑥
𝑡1
𝑖
. . . 𝑥

𝑡1
𝑁
), . . . , (𝑦𝑡

′
𝑏 , 𝑥

𝑡𝑏
1 , 𝑥

𝑡𝑏
𝑖

. . . 𝑥
𝑡𝑏
𝑁
), where 𝑡 ′

𝑖
≠ 𝑡𝑖 .

4: Draw mini batch samples of length 𝑏 from the joint distribution of the target and the network features with vari-
able 𝑋𝑖 missing. 𝑝𝑌,X\𝑋𝑖

∼ (𝑦𝑡1 , 𝑥𝑡11 . . . 𝑥
𝑡1
𝑁
), . . . , (𝑦𝑡𝑏 , 𝑥𝑡𝑏1 . . . 𝑥

𝑡𝑏
𝑁
), and repeat for the marginal distribution 𝑝𝑌 ⊗ 𝑝X\𝑋𝑖

∼
(𝑦𝑡 ′1 , 𝑥𝑡11 , . . . 𝑥

𝑡1
𝑁
), . . . , (𝑦𝑡

′
𝑏 , 𝑥

𝑡𝑏
1 . . . 𝑥

𝑡𝑏
𝑁
), where 𝑡 ′

𝑖
≠ 𝑡𝑖 .

5: 𝐼 (𝑌 ;X) ≥ 1
𝑏

∑𝑏
𝑗=1 𝐹𝜃 (𝑦𝑡 𝑗 , 𝑥

𝑡 𝑗
1 , 𝑥

𝑡 𝑗
𝑖
. . . 𝑥

𝑡 𝑗
𝑁
)) − 1

𝑏

∑𝑏
𝑗=1 log 𝑒

𝐹𝜃 ( (𝑦
𝑡 ′
𝑗

1 ,𝑥
𝑡 𝑗

1 ,𝑥
𝑡 𝑗

𝑖
...𝑥

𝑡 𝑗

𝑁
)

6: 𝐼 (𝑌 ;X\𝑋𝑖
) ≥ 1

𝑏

∑𝑏
𝑗=1 𝐹𝜃\𝑋𝑖

((𝑦𝑡 𝑗 , 𝑥𝑡 𝑗1 . . . 𝑥
𝑡 𝑗
𝑁
)) − 1

𝑏

∑𝑏
𝑗=1 log 𝑒

𝐹𝜃\𝑋𝑖
(𝑦

𝑡 ′
𝑗

1 ,𝑥
𝑡 𝑗

1 ...𝑥
𝑡 𝑗

𝑁
)

7: 𝜃 ← ∇̃𝜃 𝐼 (𝑌 ;X)
8: 𝜃\𝑋𝑖

← ∇̃𝜃\𝑋𝑖
𝐼 (𝑌 ;X\𝑋𝑖

)
9: end for
10: return 𝐼 (𝑌 ;X) − 𝐼 (𝑌 ;X\𝑋𝑖

)

D Estimation of Φ
Φ is estimated by means of Algorithm 2.

E Hardware and Computational Resources
The classification and feature selection experiments presented in
Section 5.3.2 were performed on a P100 Nvidia GPU cluster with
68GB of RAM. Meanwhile, the complexity analysis experiments in
Section 5.5 were completed using an Apple Macbook Pro with a
2021 M1 processor, and 16GB of RAM.

1610


	Abstract
	1 Introduction
	2 Related Work
	3 Preliminaries
	3.1 Notation and Terminology
	3.2 Information-theoretic Concepts

	4 Method
	4.1 Overview
	4.2 Network Intrusion Detection as Supervised Classification
	4.3 Measuring Transfer Entropy
	4.4 Description of the FSNID Algorithm
	4.5 Transfer Entropy Neural Estimation
	4.6 Incorporating Time Dependencies
	4.7 Methods for Approximating State Variable Inclusion Conditions

	5 Experimental Evaluation
	5.1 Research Questions
	5.2 Baselines
	5.3 Feature Selection Performance Evaluation
	5.4 Recurrent Layer Ablation Studies
	5.5 Analysis of the Computational Cost

	6 Conclusion
	Acknowledgments
	References
	A Wall Clock Runtimes
	B Handling the Length-k Problem for Baselines
	C Selection of the Hyperparameters
	C.1 Feature Selection Experiments
	C.2 Complexity Analysis Experiments

	D Estimation of 
	E Hardware and Computational Resources



